Cum oprim functia AUTOPLAY din Windows.

Autoplay-ul este o optiune autoexecutabila care citeste continutul divice-ului respectiv deschizand apoi programul necesar vizualizarii

continutului.

(exemplu: pentru filme - windows media player ). Daca sunt mai multe tipuri de fisiere se deschide o fereastra si te lasd pe tine sa alegi ce
program sa folosesti. Daca printre fisiere se afla si un virus, prin citirea lui, autoplay-ul duce la executare lui - adica infestarea calculatorului.

CORSAIR (H:) =

_ This disk or device contains mare than one type of
content.

Wihat do you want Windows to do?

=

- “iew & slideshow of the images
uzing Yindows Picture and Fax Viewer

_i72 Copy pictures to a folder an my computer
uzing Microsoft Scanner and Camera 'Wizard

Flay
uzing windows Media Player

*y Open folder to view files
_,.J uzing Yindows Explarer -

[ I H

Pentru a preintdmpina astfel de cazuri trebuie sa dezactivam functia de Autoplay a Windows-ului.

Pentru a verifica tipul sistemului de operare:

- click drea pe iconita My Computer si selectam "Properties"

Manage

IMap Metwork Drive...
Discanmect Metwork Drive..,

Create Shorkout
Delete
Rename

- in tab-ul "General" la sectiunea "System:" se regdseste sistemul de Operare.

System Properties 1 2x]

System Festare I Automatic Lpdates I Rermnte
| Computer Hame | Hardware | Advanced

System;

Yersion 2002
Service Pack 3

Registered to:
Wali Stariescu

Mercury Research
FE487-0EM-0059785-84787

Compuiter,
IntellR)
Pentiur(R) 4 CPU 3.206Hz
321 GHz, 200 GB of Ra
Physical Address Extension

0K | Careel Al

sau
- click pe START si apoi click pe RUN

- la " OPEN:" scrieti winver.exe si apdsati tasta OK.
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Ron 2x|

= Type the name of a program, Folder, document, or
Internet resource, and Windows will open it For you.

=
I lels I “Canicel | Erowse.., |

Bl g c@@O 0O wE @5

Windows 2000 Windows XP Professional
About Windows

About Windows i

Microsoft @ Windows
Microsoft (R) Windows Yersion 5.1 (Build 2600, xpsp_sp3_adr.090206-1234 ; Service Pack 3}
Version 5.0 (Buld 2195: Service Pack4) Copyright € 2007 Microsoft Corporation

Zopyright (C) 1981-1999 Microsaft 'goip.

This product is licensed under the terms of the End-User

“This praduct is licensed ta: MEU:

Wali Skanesou Wall Skanescu

5., Mercury Research S.RAL, Mercury Research

Phiysical memory available to Windows: 2,096,620 KB Physical memory avalable o Windows: 2,006,620 KB

Windows XP Home Edition Windows Vista Home Premium

4, 2
'.f‘r_ Windows Vista Home Premium

adt Esrpoamtion

Microsoft® Windows &

Version &.0 (Build 5001: Service Pack 1)

Copyright & 2007 Microsoft Corporation. Al rights reserved,
The Windows Vista™ Home Premium operating system and its
user interface are protected by trademark and other pending or
Micrasaft @ Windows existing intellectual property rights in the United States and other
Version 5.1 (Build 2600.5p5p_sp2_odr, 050301-1512 ; Service Pack 2 contics,

Copyright € 1981-2001 Merosoft Corparation

This product is licensed under the Microsoft Software

This product is licensed under the terms of the End-User Licenss Termes to:
License Agreement to:
Sl et Edward

Hewlett-Packard Company

Physical memory available to Windows: 228,6!81@ Physical memory available to Windows®: 3,667,532KB

L= | [oe ]

Pentru Windows Xp Professional, Windows 2000 Professional si Windows Vista:

- click pe START si apoi click pe RUN

i Programs 3
| % Documents ]
[ Settings 3
o Search 3
) Help and Support

01 Shit Do,
Be@eo e
- la " OPEN:" scrieti gpedit.msc si apasati tasta OK.
CENNTT 2l

o Type the name of & program, Folder, docurent, o

- Inkernet resource, and Windows will open it far you,

l Open: I gpedit.msc i li

i 0K I Cancel | Browse, .. |

- se va deschide Group Policy ( vedeti imaginile de mai jos ).

- din coloana din stédnga la "Computer Configuration" deschideti "Administrative Templates" ( sdgeata 1)

- apoi "System" ( sageata 2 -2000 si XP ) si "Windows Components" ( sageata 2 - Vista )

- pentru Windows Vista apare un pas in plus selectind "Autoplay Policies" ( sdgeata 3 - Vista )

- in lista din dreapta dati dublu click pe "Turn off Autoplay" ( sdgeata 3 -2000 si XP ) sau ( sageata 4 - Vista ).
- se va deschide fereastra Turn off Autoplay Properties
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- in tabul "Settings" click pe "Enabled" ( sageata 4 - 2000 si XP ) sau ( sageata 5 -Vista ), iar din lista de la "Turn off Autoplay on:"

selectati "All drives" ( sageata 5-2000 si XP ) sau ( sageata 5 -Vista ).

- click pe Apply si OK ( sageata 6 ) si inchideti fereastra Group Policy.
- pentru a fi siguri ca setarea este activa restartati PC-ul

img - Windows XP, 2000:

File  Action ¥iew Help

J[=1 3

s

5 Local Computer Policy
@ Computer Configuration
{27 Software Settings

Eﬂ (2 Windows Settings
-] Administrative Templates

Autoplay begins reading from a drive
as soon as you insert media in the
drive. As a result, the setup file of

Turn off Autoplay Properties

[CARremote Procedure Call
[ Windows Time Service

n off Autopla Sekting | State | 2 -
(2] Windows Settings g =) Setting | Explain I
120 Administrative Templates Display P i (B WBDisk Quotas
isplay Properties Nt L
I [ Windows Componerts g 9 ng? ﬁ Tum off Autoplay
27 System Requirements: Group Folicy
At least Microsoft Windows 2000 [CdRemote Assistance
(2 Metwark s -
: [d5ystem Restore Not Configured
(] Prinkers Description: = : o
E‘ & User Configuration Turns off the Autoplay feature, —IEror Reporting
-] Software Settings [_1Windows File Protection " Disabled

Turn off Autoplay an: AII drives

Dlnternat Communication Management

[pistributed Com

}y Restrict potentially unsafe HTML Help Functions to specified folders

@ Do not display Manage Your Server page at logan

E‘i Display Shutdown Event Tracker

@ Activate Shukdown Event Tracker System State Data feature
Enable Persistent Time Stamp

ﬁ' Specify Windows installation file location

ﬁ Specify Windaws Service Pack installation file location

Eﬁ Remove Boot | Shutdown | Logon | Logoff status messages

fﬂ ‘erbose vs normal status messages

@ Feestrict these programs from being launched from Help

@ Turn ofF Autoplay

ﬁ—ﬁ Do nat automaticall}moved ta encrypted folders
e ﬁ Download missing COM con 5

ﬁ' Allowy Distributed Link Tracking disnts to use domain resources
@ Do not burn off syskem power after a Windows system shutdown ..
Lli:‘:ﬂ Turn of f Windows Update device driver search prompt

programs and the music on audio
media start immediately,

W CO-ROM diives

Mot configured

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Enabled

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured =

By default, Autaplay is disabled on
remowable drives, such as the Aoppy
disk drive {but not the CD-ROM
drive), and on network drives,

If you enable this setting, you can
also disable Autoplay on CO-ROM
drives or disable Autoplay on all
drives.

Supported or: At least Microsoft Windows 2000
This setting disables Autoplay on
additional bypes of drives, You cannat
use this setting to enable Autoplay on
drives on which it is disabled by
default.

Mext Setting |

Previous Setting |

Can

Mote: This setting appears in both the

Computer Configuration and User

CDnFlguratmn Foldars If the settings
t, i e

img - Windows Vista:

=/ Local Group Policy Editor - =N SN

File Action View Help

= H =

=/ Local Computer Policy i AW&CKS
4 il Computer Configuration
_| Software Settings Turn off Autoplay Setting State

_| Windows Settings
| Administrative Templates

Mot cenfigured

. ) ) i=| Turn off Autoplay
Edit palicy seing. 1iZ| Don't set the always do this checkbox

Control Panel Not configured

7
. ] Metwork Requirements: Turn off Autoplay for m & Turn off Autoplay - — L
Pii At least Windows 2000 iz| Default behavior for Auf
| Printers
1 System Description: E Turn off Autoplay = ﬁ
4 | Windows Components Turns off the Autoplay feature. —

| ActiveX Installer Service = Comment:
; (Z) Not Configured
_| Application Compatibility ﬂ“{tDPIE}‘ begins read_mg:trom;_ = 4
: = rive as soon as you insert media @
il Alitopley Rolites in the drive. As a result, the setup kinrmbled
— E.ackup . file of programs and the musicon | _ @ Disabled
| Biometrics audio mediz start immediately, 3 = Supported on: At least Windows 2000
_| Bitbocker Drive Encryption
_| Credential User Interface Prior to XP SPZ, Autoplay is 3
disabled by default on removable Opticns: Help:

| Desktop Gadgets

_| Desktop Window Manager
Digital Locker

Event Forwarding

drives, such as the floppy disk
drive (but not the CD-ROM drive),
and on network drives,

Turns off the Autoplay feature,

Turn off Autoplay o

Autoplay begins reading from a drive as soo
insert mediz in the drive. As a result, the sett

Starting with XP 5P2, Autoplay is

Event Log Service
enabled for removable drives as

k!

Eentitewer well, including ZIP drives and CD ROM and removable media drives F;Z%;::i:lnd the music on audio media stz
- Game Explorer some USB Mass Storage devices. th
_| HomeGroup e

Priorto XP SP2, Autoplay is disabled by defa
disable Autoplay on CD-ROM and removable drives, such as the floppy disk dr

| Internet Information Services Y the CD-ROM drive), and on network drives,
T removable media drives, or £

disable Autoplay on all drives,
MethMeeting

| Network Projector
| Online Assistance

_| Internet Explorer I you enable this setting, you can

Starting with XP 5P2, Autoplay is enabled fo
drives as well, including ZIP drives and soms

This setting disables Autoplay on Storage devices.

additional types of drives. You
rannnt 1ise thiz settina tn enahle

k , Bxtended /( Standardf

Darantsl Cnntrale

If you enable this setting, you can disable A
CD-ROM and removable media drives, or di

Pentru Windows Xp Home Edition
Aten ie! Pentru cei care au Windows Home Edition sunt alti pasi de parcurs.

- salvati fisierul atasat "autoplayOFF.reg" in C:\
- executati fisierul "autoplayOFF.reg" (2click)

7/31/2009 12:47 PM



- vor aparea 2 mesaje de confirmare (click Yes si Ok)
- acest lucru este suficient
- pentru a fi siguri ca setarea este activa restartati PC-ul

INMATENTIE!!!

Aceasta metoda doar impiedica executarea virusilor de pe mediile de stocare nu si devirusarea acestora!

Pentru mai multe info
103 sau 106
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